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Foreword 58 

ISO (the International Organization for Standardization) is a worldwide federation of national 59 
standards bodies (ISO member bodies). The work of preparing International Standards is normally 60 
carried out through ISO technical committees. Each member body interested in a subject for which a 61 
technical committee has been established has the right to be represented on that committee. 62 
International organizations, governmental and non-governmental, in liaison with ISO, also take part in 63 
the work. ISO collaborates closely with the International Electrotechnical Commission (IEC) on all 64 
matters of electrotechnical standardization. 65 

The procedures used to develop this document and those intended for its further maintenance are 66 
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the 67 
different types of ISO documents should be noted. This document was drafted in accordance with the 68 
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives). 69 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 70 
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of 71 
any patent rights identified during the development of the document will be in the Introduction and/or 72 
on the ISO list of patent declarations received (see www.iso.org/patents). 73 

Any trade name used in this document is information given for the convenience of user s and does not 74 
constitute an endorsement. 75 

For an explanation on the meaning of ISO specific terms and expressions related to conformity 76 
assessment, as well as information about ISO's adherence to the World Trade Organization (WTO) 77 
principles in the Technical Barriers to Trade (TBT) see the following URL: 78 
www.iso.org/iso/foreword.html. 79 

The committee responsible for this document is ISO/TC 262  80 

This second edition cancels and replaces the first edition which been technically revised. 81 

http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/foreword.html
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Introduction 82 

Organizations of all types and sizes face internal and external factors and influences that make it 83 
uncertain whether and when they will achieve their objectives. 84 

Managing risk is dynamic and assists organizations in making informed decisions about setting strategy 85 
and achieving objectives. 86 

Managing risk is part of governance and leadership and how the organization is managed. 87 

Managing risk includes interaction with stakeholders as an integral part of all activities of the 88 
organization.  89 

Managing risk considers the internal and external context of the organization including human 90 
behaviour and cultural factors. 91 

Managing risk is based on the principles, framework and process outlined in this document. These 92 
components might already exist in full or in part within the organization, however they might need to 93 
be adapted or improved so that managing risk is consistent, efficient and effective.  See Figure 1. 94 

This document is for use by people who create and protect value in organizations by managing risks, 95 
making decisions, setting and achieving objectives and improving performance.  96 

 97 

Figure 1 — Relationship between the principles, framework and process 98 
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Risk Management — Guidelines 99 

1 Scope 100 

This document provides adaptable guidelines on managing risk faced by organizations. 101 

It can be used by any organization, provides a common approach to managing any type of risk and is not 102 
specific to any industry or sector. 103 

This document can be used throughout the life of the organization and applied to any activity, including 104 
decision making at all levels. 105 

2 Normative references 106 

There are no normative references in this document. 107 

3 Terms and definitions  108 

For the purposes of this document, the terms and definitions given in ISO Guide 73 and the following 109 
apply. 110 

ISO and IEC maintain terminological databases for use in standardization at the following addresses:  111 

 ISO Online browsing platform: available at http://www.iso.org/obp 112 

 IEC Electropedia: available at http://www.electropedia.org  113 

3.1 114 
risk 115 
effect of uncertainty on objectives 116 

Note 1 to entry: An effect is a deviation from the expected. It can be positive (sometimes expressed as 117 
opportunities), negative (sometimes expressed as threats) or both.  118 

Note 2 to entry: Objectives can have different aspects and categories, and can be applied at different levels. 119 

Note 3 to entry: Risk is often characterized by reference to potential events, their consequences and their 120 
likelihood.” 121 

[SOURCE: ISO Guide 73:2009, 1.1, modified — The original Notes 1, 2 and 3 to entry have been 122 
modified; the original Notes 4 and 5 to entry have been deleted.] 123 

3.2 124 
risk management 125 
coordinated activities to direct and control an organization with regard to risk (3.1) 126 

[SOURCE: ISO Guide 73:2009, 3.1] 127 

3.3 128 
stakeholder 129 
person or organization that can affect, be affected by, or perceive themselves to be affected by a 130 
decision or activity 131 

http://www.iso.org/obp
http://www.electropedia.org/
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Note 1 to entry: A decision maker can be a stakeholder.  132 

[SOURCE: ISO Guide 73:2009, 3.2.1.1] 133 

3.4 134 
risk source 135 
element which alone or in combination has the intrinsic potential to give rise to risk (3.1) 136 

[SOURCE: ISO Guide 73:2009, 3.5.1.2, modified — The original Note to entry has been deleted.] 137 

3.5 138 
event 139 
occurrence or change of a particular set of circumstances 140 

Note 1 to entry: An event can be one or more occurrences, and can have several causes. 141 

Note 2 to entry: An event can also be something that is expected, not happening. 142 

[SOURCE: ISO Guide 73:2009, 3.5.1.3, modified — The original Note 2 entry has been modified; the 143 
original Notes 3 and 4 to entry have been deleted.] 144 

3.6 145 
consequence 146 
outcome of an event (3.10) affecting objectives 147 

Note 1 to entry: A consequence can be certain or uncertain and can have positive or negative effects on 148 
objectives. 149 

Note 2 to entry: Consequences can be expressed qualitatively or quantitatively. 150 

Note 3 to entry: Initial consequences can escalate through cascading and cumulative effects.  151 

[SOURCE: ISO Guide 73:2009, 3.6.1.3, modified — The original Note 1 to entry has been deleted.] 152 

3.6 153 
likelihood 154 
chance of something happening 155 

Note 1 to entry: In risk management terminology, the word “likelihood” is used to refer to the chance of 156 
something happening, whether defined, measured or determined objectively or subjectively, qualitatively or 157 
quantitatively, and described using general terms or mathematically (such as a probability or a frequency over a 158 
given time period). 159 

Note 2 to entry: The English term “likelihood” does not have a direct equivalent in some languages; instead, the 160 
equivalent of the term “probability” is often used. However, in English, “probability” is often narrowly interpreted 161 
as a mathematical term. Therefore, in risk management terminology, “likelihood” is used with the intent that it 162 
should have the same broad interpretation as the term “probability” has in many languages other than English.  163 

[SOURCE: ISO Guide 73:2009, 3.6.1.1] 164 

3.7 165 
control  166 
measure that maintains or modifies risk 167 

Note 1 to entry: Controls include any process, policy, device, practice, or other conditions and/or actions which 168 
maintain and modify risk. 169 
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Note 2 to entry: Controls may not always exert the intended or assumed modifying effect.  170 

[SOURCE: ISO Guide 73:2009, 3.8.1.1, modified — The original definition and Note 1 to entry have been 171 
modified; Note 3 to entry has been added.] 172 

4 Principles 173 

These principles provide guidelines on the attributes of effective and efficient risk management, 174 
communicating its value and explaining its intention and purpose. These principles should enable an 175 
organization to manage the effects of uncertainty on its objectives. See Figure 2. 176 

a) Value creation and protection 177 

Risk management creates and protects value. It contributes to the achievement of objectives, 178 
encourages innovation and improves performance. 179 

b) Integrated 180 

Risk management is an integral part of all organizational activities, including decision making. It is 181 
not a stand-alone activity that is separate from the activities and processes of the organization. 182 
Everyone in an organization has responsibility for managing risk. Risk management improves 183 
decision making at all levels. 184 

c) Structured 185 

A systematic and structured approach to risk management contributes to efficiency and to 186 
consistent, comparable, and reliable results. 187 

d) Customized 188 

The risk management framework and processes should be customized to the organization's 189 
external and internal context and related to its objectives.  190 

e) Inclusive 191 

Appropriate and timely involvement of stakeholders enables their knowledge, views and 192 
perceptions to be considered. This results in improved awareness and informed risk management 193 
and decision making. 194 

f) Dynamic and responsive 195 

Risks may emerge, change or disappear as a result of changes and events in an organization’s 196 
internal and external context. Risk management anticipates, detects, acknowledges and responds to 197 
those changes and events in a timely manner. 198 

g) Best available information 199 

The inputs to risk management are based on historical and current information as well as futu re 200 
expectations, taking into account any limitations and uncertainties associated with the information. 201 

h) Human and cultural factors 202 
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Human behaviour and culture significantly influence all aspects of risk management at each level 203 
and stage. 204 

i) Continual improvement 205 

Risk management improves organizational performance through increasing awareness and 206 
developing capabilities based on continuous learning and experience. These activities support 207 
organizational learning and resilience. 208 

 209 

 210 

Figure 2— Principles 211 
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5 Framework 212 

5.1.General 213 

The success of risk management will depend on the integration of risk management into the governance 214 
and all activities of the organization; this requires support from stakeholders, particularly top 215 
management. 216 

The framework encompasses the organizational arrangements for designing, implementing, evaluating 217 
and improving the use of risk management. Figure 3 illustrates the relationship between the 218 
components of the framework.  219 

 220 

Figure 3 — Framework 221 

This framework is intended to assist the organization to integrate risk management into all its activities 222 
by offering a structure for implementing the risk management process as a basis for decision making 223 
and accountability at all levels of the organization. 224 

The following clauses describe the components of the framework and the way in which they work 225 
together. The components should be customized to the specific needs of the organization.  226 

If an organization's existing management practices and processes include components of risk 227 
management or if the organization has already adopted a formal risk management process for 228 
particular types of risk or situations, then these should be critically reviewed and assessed against this 229 
document. 230 
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5.2.Leadership and commitment 231 

5.2.1. General 232 

Top management and oversight bodies should establish the intent of the organization to manage risk 233 
and demonstrate leadership and commitment by: 234 

 aligning risk management with the objectives and strategies of the organization; 235 

 ensuring that risk management and the organization's culture are aligned;  236 

 defining and endorsing the risk management policy; 237 

 ensuring that the necessary resources are allocated to the management of risk;  238 

 assigning accountabilities, responsibilities and authority at appropriate levels within the 239 
organization; 240 

 recognising and addressing contractual obligations as well as voluntary commitments;  241 

 establishing risk criteria, risk appetite and risk tolerance, ensuring that they are understood, 242 
articulated and communicated to stakeholders; 243 

 ensuring that the risk management performance indicators are part of the performance indicators 244 
of the organization including communicating these indicators;  245 

 communicating the value of risk management to the organization and its stakeholders;  246 

 promoting systematic monitoring of risks; 247 

 ensuring that the framework and process for managing risk continue to remain appropriate;  248 

Top management can demonstrate leadership by tracking continual improvement of risk management 249 
within the organization by emphasising the setting of organizational performance goals, measurement, 250 
review and the subsequent modification of processes, systems, resources, capability and skills.  251 

Assessing the progress of risk management within an organization is an integral part of the 252 
organization’s governance. 253 

NOTE Top management is accountable for managing risk while risk oversight bodies such as boards of 254 
directors are accountable for overseeing risk management. 255 

5.2.2. Integrating risk management  256 

Top management should ensure that risk management is integrated into all organizational activities. 257 
Integrating risk management into an organization is a dynamic and iterative process, and should be 258 
customized to the organization’s needs and culture. 259 

The design of the risk management framework should facilitate the integration of the risk management 260 
process into decision-making and the overall management of the organization. The organization should 261 
evaluate any gaps in its existing approaches for managing risk, then address those gaps within the 262 
framework. The risk management process should become part of, and not separate from, organizational 263 
processes. 264 
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5.3.Design 265 

5.3.1. Understanding the organization and its context 266 

When designing the framework for managing risk, the organization should examine and understand its 267 
external and internal context. 268 

Examining the organization's external context may include, but is not limited to:  269 

 the social, cultural, political, legal, regulatory, financial, technological, economic, natural and 270 
competitive environment, whether international, national, regional or local;  271 

 key drivers and trends affecting the objectives of the organization;  272 

 external stakeholders’ relationships, perceptions, values and expectations;  273 

 contractual relationships and commitments; and 274 

 the complexity of networks and dependencies. 275 

Examining the organization's internal context may include, but is not limited to:  276 

 vision, mission and values; 277 

 governance, organizational structure, roles and accountabilities; 278 

 strategies, objectives and policies; 279 

 standards, guidelines and models adopted by the organization;  280 

 capabilities, understood in terms of resources and knowledge (e.g. capital, time, people, processes, 281 
systems and technologies); 282 

 information systems, information flows ; 283 

 relationships with internal stakeholders taking into account their perceptions and values;  284 

 the organization's culture; 285 

 contractual relationships and commitments; and 286 

 interdependencies. 287 

5.3.2. Articulate risk management commitment(s) 288 

Top management should articulate their commitment to risk management which can be through a 289 
policy, a statement or other forms, that clearly convey an organization's objectives and commitment to 290 
risk management. The commitment should include: 291 

 the organization's purpose for managing risk and links to the organization's objectives and other 292 
policies; 293 

 accountabilities and responsibilities; 294 
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 making the necessary resources available; 295 

 the way in which conflicting objectives are dealt with;  296 

 measurement and reporting within the organization’s performance indicators; and 297 

 review and improvement. 298 

The risk management commitment should be communicated as appropriate within an organization and 299 
stakeholders. 300 

5.3.3. Assigning organizational roles, accountabilities, responsibilities and authorities 301 

Top management should ensure that the accountabilities, responsibilities and authorities for relevant 302 
roles with respect to risk management are assigned and communicated at all levels of the organization:  303 

 emphasizing that risk management is a core responsibility; and 304 

 identifying individuals that have the accountability and authority to manage risk (sometimes 305 
referenced as risk owners). 306 

5.3.4. Allocating resources 307 

Top management should ensure allocation of appropriate resources for risk management that  can 308 
include:  309 

 people, skills, experience and competence; 310 

 resources needed for each step of the risk management process;  311 

 the organization's processes, methods and tools to be used for managing risk;  312 

 documented processes and procedures; 313 

 information and knowledge management systems; and 314 

 professional development and training needs. 315 

The organization should consider the capabilities of, and constraints on, existing resources.  316 

5.3.5. Establishing communication and consultation 317 

The organization should establish communication and consultation to facilitate the exchange of 318 
information and effective application of risk management. Communication requires imparting or 319 
exchanging information. Consultation is undertaken specifically to share views or knowledge. 320 
Communication and consultation should reflect the expectations of identified inter nal and external 321 
stakeholders. 322 

Communication and consultation should be in a timely manner and ensure that relevant information is 323 
captured, consolidated and shared as appropriate and, feedback is provided and improvements are 324 
made. 325 
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5.4.Implementation 326 

The organization should implement the risk management framework by: 327 

 developing an appropriate plan including timing;  328 

 identifying where, when, and how different types of decisions are made across the organization, 329 
and by whom; 330 

 modifying the applicable decision-making processes where necessary; and 331 

 ensuring that the organization's arrangements for managing risk are clearly understood and 332 
practiced. 333 

Successful implementation of the framework requires the engagement and awareness of stakeholders. 334 
This enables organizations to explicitly address uncertainty as part of decision making, while also 335 
ensuring that any new or subsequent uncertainty can be taken into account as it arises.  336 

Properly designed and implemented, the risk management framework will ensure that the risk 337 
management process  is a part of all activities including decision-making throughout the organization. 338 

5.5.Evaluation 339 

In order to assess the effectiveness of the risk management framework the organization should: 340 

 periodically measure risk management framework performance against its purpose, 341 
implementation plans and expected behaviours; 342 

 determine whether it remains suitable to achieve the objectives of the organization.  343 

5.6.Improvement 344 

5.6.1. Adapting 345 

The organization should continually monitor and adapt the risk management framework to address 346 
internal and external changes to the organization. In doing so the organization can improve its 347 
resilience. 348 

5.6.2. Continually improving 349 

The organization should continually improve suitability, adequacy and effectiveness of the risk 350 
management framework and the way the risk management process is integrated.  351 

As relevant gaps or improvement opportunities are identified, the organization should de velop plans 352 
and tasks and assign them to those accountable for implementation. Once implemented, these 353 
improvements should contribute to advances in risk management maturity.  354 
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6 Process 355 

6.1.General 356 

The risk management process provides a consistent and structured approach for establishing context, 357 
risk assessment and risk treatment along with ongoing monitoring, review, communication and 358 
consultation. See Figure 4. 359 

The risk management process should be an integral part of management and decision making and 360 
integrated into the structure, operations and business processes. It can be applied at strategic, 361 
operational, program or project levels. 362 

There can be many applications of the risk management process within an organization, customized to 363 
achieve objectives and suit the external and internal context in which they are applied.  364 

The dynamic and variable nature of human behaviour and culture should be considered throughout the 365 
risk management process.  366 

Although the risk management process is often presented as sequential, in practice it is iterative. 367 

 368 

Figure 4 — Process 369 

6.2.Communication and consultation 370 

Communication and consultation with appropriate external and internal stakeholders should take place 371 
within all steps of the risk management process. 372 

The purpose of communication and consultation is to assist relevant stakeholders in understanding the 373 
basis on which decisions are made, and the reasons why particular actions are required. This should 374 
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facilitate factual, timely, relevant, accurate and understandable exchanges of information, taking into 375 
account the confidentiality and integrity of information as well as the privacy rights of individuals.  376 

Communication and consultation aims to:  377 

 bring different areas of expertise together for each step of the risk management process;  378 

 provide sufficient information to facilitate risk oversight; and 379 

 build a sense of inclusiveness and ownership among those affected by risk.  380 

6.3.Establishing the context 381 

6.3.1. General 382 

It is essential for an organization to determine the internal and external factors that can influence the 383 
way in which it will manage risk. Conducting this analysis provides an understanding of the internal and 384 
external influences and their effect on objectives and outcomes. By establishing the context, an 385 
organization can define the scope of its risk management processes and design a fit -for-purpose 386 
approach to managing risk. 387 

Successful establishment of the context will enhance the risk assessment and treatment processes.  388 

6.3.2. Defining the purpose and scope of the process 389 

The organization should define the purpose and scope of its risk management activities. To determine 390 
completeness and appropriateness, the purpose and scope should be revisited and re -evaluated based 391 
on information identified in establishing the context and assessing the risks. It can involve, but is not 392 
limited to:  393 

 considering the decisions that have to be made and associated objectives;  394 

 outcomes expected from the various process steps; 395 

 scope in terms of time, location, specific inclusions and exclusions; 396 

 selecting appropriate risk assessment techniques; and 397 

 resources required, responsibilities and records to be kept.  398 

6.3.3. Internal and external context 399 

The internal and external context is the environment in which the organization seeks to define and 400 
achieve its objectives. Common factors between the internal and external environment are:  401 

 risk management takes place in the context of the objectives and activities of the organization;  402 

 organizational factors can be a source of risk; and 403 

 purpose and scope of where the risk management process is being applied may be interrelated to 404 
the objectives of the organization as a whole. 405 

For external and environmental factors refer to 5.3.1. 406 
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6.3.4. Defining risk criteria 407 

The organization should identify and define its risk criteria in order to evaluate the significance and 408 
level of acceptability of risk to support decision making processes. Risk criteria should be aligned to the 409 
risk management framework and customised to the specific purpose and scope of the activity under 410 
consideration. 411 

Risk criteria should reflect the organization's values, objectives and resources.  The criteria should be 412 
defined taking into consideration the organization’s legal, regulatory and contractual obligations,  413 
voluntary commitments (e.g. human rights and social responsibility) and stakeholder views.  414 

While risk criteria should be established at the beginning of the risk assessment process, they are 415 
dynamic and should be continually reviewed and amended if required. 416 

Criteria should be consistent with the organization’s policies and statements about risk management.  417 

Risk criteria should consider:  418 

 the nature and type of uncertainties that can affect outcomes and objectives (both tangible and 419 
intangible);  420 

 how likelihood and consequences (both positive and negative) will be defined and measured;  421 

 timeframes; 422 

 consistency in the use of measurements; 423 

 how the level of risk is to be determined; 424 

 how combinations and sequences of multiple risks will be taken into account. 425 

Risk criteria should specify the types and level of risk or group of risks that an organization is prepared 426 
to pursue, retain or take relative to their objectives (risk appetite).  427 

6.4.Risk assessment 428 

6.4.1. General 429 

Risk assessment is the overall process of risk identification, risk analysis and risk evaluation. 430 

Risk assessment should be conducted systematically, iteratively and collaboratively, drawing on the 431 
knowledge and views of stakeholders. It should use best available information supplemented by further 432 
enquiry as necessary.  433 

6.4.2. Risk identification 434 

The purpose of risk identification is to find, recognize and describe risks that might help or prevent an 435 
organization achieving their objectives. Relevant, appropriate and up-to-date information is important 436 
in identifying risks. 437 

The organization can use a range of techniques for identifying uncertainties which may affect one or 438 
more objectives. The following factors and the interplay between these factors should be considered: 439 

 tangible and intangible sources of risk;  440 
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 causes and events, 441 

 threats and opportunities; 442 

 vulnerabilities and capabilities;  443 

 changes to the internal and external context; 444 

 nature and value of assets and organizational resources;  445 

 criticality and consequences; 446 

 limitations of knowledge and reliability of information;  447 

 timeframes and time influences; and 448 

 bias, assumptions and beliefs of those involved. 449 

The organization should identify risks whether or not their source is under their control. Consideration 450 
should be given that there may be more than one type of outcome which may result in a variety of 451 
tangible or intangible consequences. 452 

6.4.3. Risk analysis 453 

The purpose of risk analysis is to comprehend the nature of risk and to determine the level of risk 454 

Risk analysis provides an input to risk evaluation, to decisions on whether and how risks need to be 455 
treated and on the most appropriate risk treatment strategies and methods. It can also provide an input 456 
into making decisions where choices are being made and the options involve different types and levels 457 
of risk. 458 

Risk analysis involves a detailed consideration of uncertainties, risk sources, events and scenarios, 459 
likelihoods and consequences. An event can have multiple consequences and can affect multiple 460 
objectives.  461 

Risk analysis can be undertaken with varying degrees of detail, and formality depending on the purpose 462 
of the analysis, the availability and reliability of information, and the resources available. Analysis 463 
techniques can be qualitative, semi-quantitative or quantitative or a combination of these depending on 464 
the circumstances and intended use.  465 

Risk analysis should consider factors such as : 466 

 likelihood of events and consequences; 467 

 nature and magnitude of consequences; 468 

 timeframes and volatility;  469 

 effectiveness of existing controls; 470 

 sensitivity and confidence levels. 471 
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The risk analysis may be influenced by any divergence of opinions; biases, perceptions of risk and 472 
judgements. Additional influences are the quality of the information used; the assumptions and 473 
exclusions made; any limitations of the techniques and how they are executed. These influences should 474 
be considered, documented and communicated to decision makers. 475 

Highly uncertain events may be difficult to quantify. This can be an issue when analysing events with 476 
severe consequences.  477 

6.4.4. Risk evaluation 478 

The purpose of risk evaluation is to assist in making decisions on prioritization and treatment of risk. 479 
Risk evaluation involves comparing the results of the risk analysis with the established risk criteria.  480 

Decisions should take account of the wider context of the risk and the actual and perceived 481 
consequences for internal and external stakeholders. Decisions should be made in accordance with 482 
legal, regulatory and other requirements. 483 

The risk evaluation should lead to a decision to consider risk treatment options; to undertake further 484 
analysis, to maintain existing controls, or to reconsider objectives.  485 

The outcome of risk evaluation should be recorded, communicated and confirmed by top management.  486 

6.5.Risk treatment 487 

6.5.1. General 488 

Risk treatment involves selecting and implementing options for addressing risk. 489 

Risk treatment involves an iterative process of: 490 

 formulating and selecting risk treatment;  491 

 implementing risk treatment; 492 

 deciding whether residual risk levels are acceptable;  493 

 if not acceptable, generating further risk treatment; and 494 

 assessing the effectiveness of that treatment. 495 

Risk treatment options are not necessarily mutually exclusive or appropriate in all circumstances. 496 
Options for treating risk may involve one or more of the following: 497 

 avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;  498 

 taking or increasing the risk in order to pursue an opportunity;  499 

 removing the risk source; 500 

 changing the likelihood; 501 

 changing the consequences; 502 

 sharing the risk (e.g. through contracts, buying insurance); 503 
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 retaining the risk by informed decision. 504 

6.5.2. Selection of risk treatment options 505 

Selecting the most appropriate risk treatment option(s) involves balancing the potential benefits 506 
derived in relation to the achievement of the objectives against any costs, effort, or disadvantages of 507 
implementation. Justification for risk treatment may be broader than economic considerations and take 508 
into account the organization’s contractual obligations, voluntary commitments (e.g.  human rights and 509 
social responsibility) and stakeholder views. The selection of risk treatment options should be made in 510 
accordance with the organization’s objectives, risk criteria and available resources.  511 

When selecting risk treatment options, the organization should consider the values, perceptions and 512 
potential involvement of stakeholders and the most appropriate ways to communicate and consult with 513 
them. Though equally effective, some risk treatments can be more acceptable to some stakeholders than 514 
to others. 515 

Even if carefully designed and implemented, risk treatments might not produce the expected outcomes. 516 
It can also create unintended consequences inside or outside the organization. Monitoring needs to be 517 
an integral part of the risk treatment implementation to give assurance that the treatments remain 518 
effective.  519 

Risk treatment can also introduce new risks that need to be managed.  520 

If there are no treatment options available or if treatment options do not sufficiently modify the level of 521 
risk, the risk should be recorded and kept under ongoing review by top management.  522 

Decision makers and other stakeholders should be aware of the nature and extent of the residual risk 523 
after risk treatment. The residual risk should be documented and subjected to monitoring, review and, 524 
where appropriate, further treatment. 525 

6.5.3. Preparing and implementing risk treatment plans 526 

The purpose of risk treatment plans is to specify how the chosen treatment options will be 527 
implemented so that arrangements are understood by those involved and progress against the plan can 528 
be monitored. The treatment plan should clearly identify the order in which risk treatments should be 529 
implemented. 530 

The information provided in the treatment plan should include:  531 

 the rationale for selection of the treatment options, including the expected benefits to be gained;  532 

 those who are accountable and responsible for approving and implementing the plan;  533 

 the proposed actions; 534 

 the resource requirements including contingencies; 535 

 the performance measures and constraints; 536 

 the reporting and monitoring requirements; and 537 

 timing and schedule. 538 
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Treatment plans should be integrated into the management processes of the organization and discussed 539 
with appropriate stakeholders. 540 

6.6.Monitoring and review 541 

Ongoing monitoring and periodic review of the risk management process and its outcomes should be a 542 
planned part of the risk management process, with responsibilities clearly defined.  543 

Monitoring and review should take place at all steps of the process to assure the quality and  544 
effectiveness of process design, implementation and outcomes. Monitoring and review includes 545 
planning, gathering and analyzing information, recording results and providing feedback.  546 

The results of monitoring and review should be incorporated into the organization’s overall 547 
performance management, measurement and reporting activities.  548 

6.7.Recording and reporting 549 

The risk management process and its implementation should be documented and reported. Recording 550 
and reporting facilitates: 551 

 communication of risk management activities and outcomes across the organization; 552 

 provision of information for decision making; 553 

 improvement of risk management activities; 554 

 interaction with stakeholders, including those with responsibility and accountability for risk 555 
management activities. 556 

Decisions concerning the creation, retention and handling of documented information should take into 557 
account, but not be limited to, their use, information sensitivity, and internal and external context.  558 

Reporting is an integral part of organization’s governance and should enhance the quality of dialogue 559 
with stakeholders. Factors to consider for reporting include, but are not limited to:  560 

 differing stakeholders and their specific information needs; 561 

 frequency and timeliness of reporting; 562 

 method of reporting; 563 

 relevance of information to organizational objectives and decision making.  564 
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